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Abstract 
In the face of ever-growing IS-security breaches and their substantial impacts on organizations and 
societies, the necessity of enhancing organizational IS-security becomes paramount. Meanwhile, the 
employees’ compliance with organizational IS-security policies (ISSP) is known to be critical for ensuring 
security. However, the extant knowledge about ISSP-compliance has remained scattered and inconclusive, 
and the social aspects of compliance are mostly underexplored despite their importance and impact. 
Moreover, there is a need for more studies that bridge the gap between the design side and the behavioral 
sides of IS-security; such a gap has created both conceptual and practical shortfalls within the literature. In 
this paper, we address these gaps by first introducing an enhanced unified framework of ISSP-compliance 
and, second, by theorizing a model where we propose that transparency of use enacts four distinct social 
practices, which, in turn, increase the employees’ compliance with ISSP. Future avenues of research are 
also suggested. 
Keywords 
IS security compliance, information security, socio-materiality of IS-use, IS use-behaviors 
Introduction 
                                “Systems are not simply engineered artifacts; they are social artifacts open to 
interpretation and appropriation by users of their functionality and features.” 
(Wilkin and Davern 2012, p. 11) 
Just in 2019, IS-security breaches cost businesses over two trillion dollars globally (Sobers, 2020). Official 
statistics show that both the number and the impacts of such breaches have been sharply growing despite 
the increasing investments in IS-security. Taking into consideration the dramatic impacts that such 
breaches can have (Goode et al. 2017), the importance of ensuring IS-security in organizations becomes 
vivid. Meanwhile, several of these security breaches are known to be rooted in employees' use-behaviors 
(Grobe et al. 2019). As a result, one important determinant of organizational IS-security has always been 
the extent to which the employees comply with expectations, rules, and policies of IS-use that are meant to 
promote security (Bulgurcu et al. 2010, D’Arcy and Herath 2011, Moody et al. 2018). Accordingly, it has 
been shown that having clear and precise security policies together with tight managerial monitoring and 
controls are somehow helpful but not sufficient for achieving persistent policy-compliance (Moody et al. 
2018). Hence, understanding the other factors that influence employees’ compliance with ISSP is deemed 
critical (Ifinedo 2014). 
Our review of the literature on the behavioral aspects of security showed that the majority of existing studies 
are based on theoretical groundings that are borrowed from criminology and psychology (Moody et al., 
2018), e.g., deterrence theory and rational choice theory. While these studies have remarkably advanced 
our understanding of compliance by identifying important ISSP-compliance antecedents such as perceived 
severity of penalty (Siponen and Vance 2010) and policy awareness (Belanger et al. 2017), there remain 
gaps in the literature. More precisely, we have identified three. First, the overall body of knowledge has 
remained scattered and inconclusive, despite some efforts to come up with a unified model (e.g., Moody et 
al. 2018). Second, many of the prior models and theories have mostly neglected the social mechanisms that 
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are embedded in ISSP-compliance. Third, the social and behavioral sides of security have remained mostly 
disjointed from the design side of security, while there is a need for them to be jointly taken into 
consideration according to the socio-material nature of IS-use (Chan, Woon, and Kankanhalli 2005). 
To address the first gap, we develop in our literature review a unified framework that goes above and beyond 
the existing ones by incorporating a fairly comprehensive set of cause and effect factors regarding ISSP-
compliance. This framework is meant to illustrate what has been studied so far and provides a better 
understanding of the factors that have remained (relatively) neglected in this stream of research. To address 
the other two gaps mentioned above, we seek to answer the following general research question: How does 
the design of IS shape social mechanisms that foster ISSP-compliance? As such, we suggest a new way of 
looking at ISSP-compliance, which not only relies on social-mechanism-centric perspectives, but also 
bridges between one of the most important design-related aspects of IS, that is transparency of use, and 
social practices that promote ISSP-compliance within organizations.  In this paper, transparency of use is 
seen as the extent to which the employees’ IS-use is visible to or traceable by at least a group of other users. 
Identifying the drivers of ISSP-compliant behaviors has serious implications both for research and for 
practice. Our unified framework provides a clear and overarching portrait of the extant knowledge of ISSP-
compliance antecedents. Furthermore, our theoretical development sheds new light on the understanding 
of IS-use and IS-security by identifying a new category of ISSP-compliance antecedents. Our work aims at 
opening new avenues for theoretical developments that particularly take into consideration the socio-
material nature of IS-security. This study also provides new and practical insights for managers on how to 
foster ISSP-compliance in action. 
Literature Review 
Security-related behavior is broadly seen as the behaviors of employees in using organizational IS, that have 
security implications. Examples of security-related behaviors include how employees set their passwords, 
how they use network resources, and how they deal with organizational data (Guo 2013). Accordingly, ISSP-
compliance has been approached from different angles (Cram et al. 2017). One approach has been to focus 
on technical/technological aspects of ITs to limit the number of ways in which ISSPs could be neglected or 
avoided (Vance et al. 2015). One other set of studies has focused on fostering compliance by setting clear 
policies and enhancing users’ awareness regarding the policies and the potential threats that are associated 
with non-compliance (Mamonov and Benbunan-Fich 2018). ISSP-compliance has also been studied by 
pinpointing a broader set of human motivations to follow (or not) the organizational rules in general. As it 
is the case for several studies in IS security, these studies have often tried to explain the employees’ 
policy/rule compliance according to either one of two lenses: extrinsic motivation (punishment, rewards, 
etc.) or intrinsic motivation (innate desire to follow the rules, enjoying to work with the system, etc.) (Grobe 
et al. 2013). In both cases, the literature has heavily relied on the psychology of crime and also individual 
factors such as habits or computer-related self-efficacy (Bélanger et al. 2017). Besides, a few studies have 
taken into consideration the impact of social factors such as social norms (Yazdanmehr and Wang 2016).  
The application of theories from different disciplines has resulted in a myriad of competing theories and 
models (Moody et al. 2018). These theories have suggested very different factors as antecedents of ISSP-
compliance, which has led to a scattered body of knowledge regarding ISSP-compliance. Also, most of the 
theories have adopted different proxies for assessing ISSP-compliance in action, without clarifying how 
these proxies relate to/are different from each other. For example, while some studies assessed the 
individual’s “attitude” towards compliance, some others studied the users' “intention” to comply or even 
the users’ “actual compliance.” Aligned with the general IS literature, we argue that one’s attitude towards 
ISSP-compliance explains his/her inner approval for such behaviors, while the users’ intention to comply 
shows his/her decision to do so. Even though attitude has been shown to be one of the main drivers of 
intention, the intention could also be enforced by other factors such as social pressure or fear of penalties. 
Actual compliance, however, is associated with the act of complying itself (Son 2011). With the same fashion 
that attitude may not necessarily turn into intention, it has been argued that intention may also not evolve 
into actual behavior despite being an important predictor of it. Indeed,  intention is fundamentally based 
on consciousness while there are use-behaviors that can be enacted unconsciously, e.g., those that are 
shaped by the users’ habits. 
Even the excellent theory-driven unification exercise done by Moody et al. (2018) is based on a limited nu- 
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 Antecedent Definition Reference 
In
tr
in
si
c 
Conscientiousness The personality trait of being careful, or diligent Shropshire et al. 2015 
Agreeableness A personality trait manifesting itself in individual 
behavioral characteristics that are perceived as 
kind, sympathetic, cooperative, and considerate 
Shropshire et al. 2015 
Personal Norms  A self‐expectation of specific action in a particular 
situation, experienced as a moral obligation  
Yazdanmehr and 
wang 2016 
Neutralization Techniques that offer a way for persons to render 
existing norms inoperative by justifying behavior 
that violates those norms 
Siponen and Vance 
2010 
Prior Knowledge  The users’ security-related literacy  Lee et al. 2016 
Awareness of ISSP The users’ knowledge of ISSPs Belanger et al. 2017 
Awareness of 
Consequences 
The users’ understanding of what may happen if 
the ISSPs are not complied 
Yazdanmehr and 
wang 2016  
Perceived Security 
Self-Efficacy 
The perceived ability of the individual to 
accomplish the ISSP-related intended behaviors 
Ifinedo 2014  
Habits Behaviors that are automatic as they are 
performed without mindful instruction to do so 
Verplanken 2006 
E
x
tr
in
si
c 
 
Subjective Norms The individual’s perception of the favorableness of 
the behavior by significant others 
Ifinedo 2014  
Social Norms The socially accepted standards of behavior that 
recommend/forbid specific behaviors 
Merhi and Midha 
2012 
Perceived Security 
Response Efficacy  
The perceived effectiveness/usefulness of the 
ISSPs in mitigating/avoiding the threats 
Herath and Rao 2009 
Perceived Ease of 
secure use 
The degree to which a person believes 
that complying with ISSP would be effort-free 
Shropshire et al. 2015 
Perceived Ease of 
Nonsecure Use 
The degree to which a person believes 
that incompliant use-behaviors would be 
effortless 
Steinbart, Keith, and 
Babb 2018 
Organizational 
Support 
The extent to which an organization provides the 
requirements of complying with ISSP 
D’Arcy and Greene 
2009 
ISSP involvement  Ascription of responsibilities regarding ISSP 
within an organization  
Yazdanmehr and 
Wang 2016 
Locus of Control The perceived ratio of control that the individual 
exerts over others to the amount of control 
exerted by others on the individual 
Ifinedo 2014 
Perceived Severity of 
Threats 
The perceived seriousness or magnitude of the 
risk associated with a given behavior 
Belanger et al. 2017 
Perceived 
Vulnerability 
The perceived likelihood of experiencing the 
threat/ perceived susceptibility to threat 
Belanger et al. 2017 
Perceived Severity of 
Penalty 
Perceived seriousness of the established 
organizational “disincentives” or sanctions against 
committing a specific act 
Siponen and Vance 
2010 
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Perceived Certainty 
of Detection 
The perceived likelihood of being caught red-
handed 
Herath and Rao 2009 
-mber of theoretical groundings and, as a result, does not encompass several factors that were shown to be 
influential in this regard, such as the users’ personal traits (Shropshire et al. 2015), or the users’ involvement 
in ISSP-related practices (Yazdanmehr and wang, 2016). Sommestad et al.’s (2014) review of the literature 
also does not portray an overarching image of ISSP-compliance, though it provides a fairly comprehensive 
list of factors that were studied to that date. To overcome the limitations of prior works, first, we reviewed 
the extant literature to comprehend the current state of knowledge. Then, building upon the previously 
tested relationships, we propose an updated, overarching unification for the models and theories that seek 
to explain ISSP-compliance. Table 1 presents the main antecedents of ISSP-compliance that were identified 
by the extant literature and were shown to have a significant influence on compliance. 
Unifying the Extant Knowledge on ISSP-Compliance 
We built upon Moody et al.’s research and followed Venkatesh et al. (2003) to suggest an enhanced unified 
model. In that, we first reviewed the existing theories. Second, we compared these theories and extracted 
their conceptual similarities and differences to come up with a parsimonious unified model. By synthesizing 
the findings of prior research and the relations they exhibited, we came up with the following model. In 
brief, Figure 1 captures the previously tested relations found in the literature and explains that perceived 
severity of threats, perceived vulnerability to threats, perceived severity of penalties, and perceived certainty 
of detection, jointly explain the user’s awareness of consequences of ISSP-compliance, or lack thereof. This 
awareness, together with factors such as the user’s involvement in ISSP, organizational support for the 
needed requirements, social norms, awareness of ISSP, perceived ISSP efficacy, and personal norms, jointly 
shape one’s attitude towards complying with ISSP. 
Moreover, the user’s agreeableness and neutralization moderate the impact of social norms and ISSP 
awareness on attitude. Attitude together with subjective norms, perceived ease of compliance, security-
related self-efficacy, and finally, extrinsic costs of compliance shape the user’s intention to comply. The 
Table 1: Antecedents of ISSP-Compliance Identified by the Extant Literature 
Figure 1: Unification of the Extant Knowledge Regarding ISSP-Compliance in Organizations 
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user’s ISSP involvement may also have a direct impact on intention. Intention was also shown to lead to 
actual behaviors in the presence of adequate conscientiousness. On the other hand, one’s habits may 
directly shape his/her behaviors unless adequate conscientiousness interferes. 
This model provides a fairly exhaustive depiction of the current state of knowledge regarding ISSP-
compliance. However, it does not mean that every important mechanism that could explain ISSP-
compliance has been identified and analyzed in the literature. Rather, it shows the need for further 
theorization and analysis to undercover other important mechanisms that have been neglected so far. A 
main observation from this practice is that the social mechanisms that underly ISSP-compliance have rarely 
been probed, with a few general exceptions, e.g., social norms and social pressure (Yazdanmehr and Wang 
2016). Another observation is that there are very few studies that bridge the gap between the design and 
social-behavioral aspects of ISSP compliance. In other words, the behavioral aspects of compliance have 
been mostly studied in isolation despite the literature’s emphasis on the socio-materiality of IS-use. In the 
next section, we will address these shortfalls by suggesting a new pathway for looking at ISSP-compliance. 
From Transparency of Use to ISSP-Compliance 
In general, transparency is seen as an inherent design-related attribute of IS, and refers to the quality of 
having information open to others (Cappelli 2010). Hence, an important attribute of IS is their ability to 
provide or withhold transparency regarding how and for what purpose they are used. At first glance, it could 
appear that security and transparency conflict with each other. However, in this study, we argue that 
transparency has the potential to shape specific social practices (Padayachee 2012) that, in turn, actually 
increase ISSP-compliance and thus, enhance the overall IS-security. By ISSP, we mean a subset of 
organizational policies that outline specific and necessary use-related requirements to safeguard 
organizational IS assets from abuse, misuse, and destruction (Ifinedo 2014). Despite the emphasis of the 
literature on the importance of social mechanisms in shaping and directing security-related behaviors (Yue 
et al. 2019), studies that have explicitly explored this aspect of ISSP compliance are rare. As such, we built 
upon the extant literature and borrowed insights from theoretical lenses that have been widely accepted 
and used in previous studies. 
Research Model and Propositions 
In this section, we propose a model (Figure 2) that explains the relationships between transparency of use 
and four social practices, namely social comparison among users, legitimacy appraisal of the use-
behaviors, reminding/alerting the peers, and security-help seeking. Then, we propose that these four 
practices jointly promote compliance with ISSP, in the presence of a moderating factor i.e., organizational 
ISSP-compliance culture. We built upon the literature and conceptualized each of these core constructs 
according to the context of our study. As such, the conceptualizations presented in Table 2 are specific to 
IS-use cases where the users are employees who use their organizational IS in their job. These relations and 
concepts are derived from a coding and categorizing process we did throughout our analysis of the 
literature. In that, we mainly focused on the studies that we found insightful for better understanding the 
design-oriented social mechanisms that underly ISSP-compliance. 
Construct Definition 
Transparency of use A quality that lets the users see how the other users are utilizing the 
information system and what they are accomplishing in that 
Social comparison 
among users 
A group of users’ assessment of self and each other, based on the level of 
conformance of the observed use-behaviors with the group’s dominant use-
behaviors (main point of reference: norms) 
Legitimacy appraisal of 
the use-behaviors 
The users’ assessment of each other’s use-behaviors relative to ISSP (main 
point of reference: policies) 
Reminding/Alerting 
the peers 
A kind of inter-users communication in which the content of transferred 
messages are intended to motivate or dissuade certain use-behaviors (point of 
reference: norms, utility, or policies)  
ISSP-Compliance – A Socio-Material Perspective 
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Security-help seeking A kind of inter-users communication in which the users refer to each other in 
order to gain specific security-related knowledge or consultation 
Organizational ISSP-
compliance culture 
A sub-category of the organization’s overall IS-use culture, which explains the 
employees’ overall stance towards complying or not with the ISSP 
Compliance with ISSP Being in line with and obeying the organizational ISSP, when utilizing the 
organizational IS 
Figure 2: Definitions of the Core Constructs 
The first social practice that we propose as being enacted by transparency of use is social comparison 
among users. The tendency towards social comparison is known to be universal, and inherent in human 
beings (Gibbons and Buunk 1999). In general, providing adequate information cues about the behaviors of 
people who act under the same environment triggers social comparison among them. The social comparison 
then has a strong behavior-regulatory effect (Gamba et al. 2017) according to the social pressure it creates 
towards specific behaviors (McIntyre and Eisenstadt 2011). The social bond theory posits that the social 
ties or attachments that exist within a group urge the members to avoid indulging in antisocial or 
antiestablishment behaviors, as understood by the group members (Hirschi 2002). This indeed serves the 
members’ relationships by promoting social conformity and attachment. In brief, social comparison offers 
indications for the members in terms of self-assessment and others-assessment regarding their conformity 
with the group norms and expectations and then, their ingroup identity (Turner 1975). Accordingly, the 
existence of social comparison first, motivates conformity as the group-members try to safeguard their ties 
to the group and preserve their attachments (Siponen et al. 2010), and second, to enhance their relative 
position with respect to others (Gamba et al. 2017). 
In the context of our study,  social comparison can be seen as the users’ assessment of self and each other, 
based on the level of conformance of the observed use-behaviors with the group’s dominant use-behaviors. 
Besides, attachment to the group of employees requires identification with their accepted values and 
expectations regarding how the organizational IS is preferred to be appropriated (Ifinedo 2014). 
Accordingly, we believe that the existence of social comparison among users plays an important role in 
shaping one’s ISSP-compliance as the user 1) tries to preserve his/her attachments, and 2) enhance his/her 
social identity by getting closer/more similar to the social referents. However, this social comparison will 
not be fundamentally enabled and enacted unless adequate information cues are provided regarding how 
the group/team members are using their organizational IS. In brief, transparency of use provides 
information cues and triggers social comparison which is universal and inherent. As such, we propose that:  
P1: Higher transparency of use will lead to more social comparison among users. 
P2: The amount of social comparison among users (regarding their use-behaviors) is associated with the 
level of their ISSP-compliance. 
While use-behaviors can be compared with each other, users may also compare them to the policies of use. 
In general, we know that employees frequently and universally get involved in assessing the legitimacy of 
their own practices for reasons such as assuring their job safety. They also get involved in assessing the 
legitimacy of their peers’ use-behaviors to understand the roots of the existing inequalities within their 
organizations regarding the achieved outcomes and received treatments (Major 1994). Such a practice is 
known as legitimacy appraisal. Major (1994) contended that if people have the rules in their minds in 
advance as a point of reference, providing information about a subject of legitimacy appraisal triggers the 
appraisal practice. In IS-use cases, we can say that each user has - to some extent - the policies of use in 
his/her mind. Thus, providing enough information about one’s use-behaviors can automatically enact 
legitimacy appraisals of that use-behavior relative to the given point of reference. On top of that, the need 
for various managerial controls can greatly intensify the need for such appraisals. However, for the 
appraisal to be enacted, the system has to reveal adequate information regarding others’ use-behaviors. 
In the case of organizational IS-use, when legitimacy-appraisal is enacted, it can motivate compliant 
behaviors in many ways. First, it can have a learning effect, meaning that the users get exposed to, learn 
from, and copy specific use-behavior from each other. Second, there can be an edification effect, meaning 
that when the users identify a specific use-behavior as rule-breaking, and observe the negative 
consequences of such behavior (if any), they will avoid making a similar mistake. Third, there can be a self-
confidence evoking effect, meaning that a user’s compliance with rules while still being able to perform the 
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job tasks effectively, can enhance the other users’ perceived behavioral control in behaving so. Fourth, with 
respect to the role of social pressure and also organizational penalties, it can be problematic for the 
employees if their noncompliance is detected; thus, it can have a deterrent effect (Siponen et al. 2010). 
Hence, we propose that: 
p3: Higher transparency of use will lead to more legitimacy appraisals by the users. 
P4: The more the users get involved in legitimacy appraisals, the higher the ISSP-compliance will be. 
The third social practice that we propose as being enacted by the system’s transparency regards the sharing 
of ISSP-related knowledge and understandings among users, by reminding or alerting each other regarding 
specific use-behaviors. As Padayachee (2012) reported, people may get involved in alerting and reminding 
others regarding their behaviors, if those behaviors are found to be disturbing and distracting. In the IS-
use context, if a user’s use-behavior is found to be disturbing, problematic, or inconsistent with the other 
users’ accepted kind of use, that person may be alerted about his use-behaviors. In sum, this kind of practice 
can have both benevolent and control purposes. However, to be enacted, such a practice fundamentally 
needs identification of deviant or problematic use-behaviors. Higher transparency and visibility of use will 
increase the chances of being exposed, and thus, triggers such reminding/alerting practices.  
One of the influences of this social practice can be the reduction of deviant use-behaviors while promoting 
ISSP-compliant ones. In brief, we first consider that some people disobey rules because of their previously 
shaped habits (Verplanken 2006), and receiving alerts or reminders from other users can increase the users’ 
alertness, and consequently, their intention to correct the problematic behaviors (Vance et al. 2012). 
Second, these alerts make the rules bolder and more visible to the receivers (and also observers) of the 
alerts. Siponen et al. (2010) showed that the visibility of the policies and rules has a learning effect, which 
is critical for the employees’ compliance. Third, users may feel ashamed, embarrassed, or stressed when 
they receive such alerts and reminders from their colleagues (Bulgurcu et al. 2010), and according to the 
inherent shame-avoidance tendency in human beings (Li et al. 2010; Harris 2012), they will try to avoid 
receiving such messages by paying more attention to the ISSPs, and also by avoiding the suspicious use-
behaviors which may raise the risk of becoming criticized or upbraided. As such, we propose that: 
P5: Higher transparency of use will lead to more reminding/alerting activities. 
p6: The more the users get involved in reminding/alerting their peers regarding their use-behaviors, the 
higher the ISSP-compliance will be. 
To this point, we have been presuming that the general organizational culture is supportive of compliance, 
and such ISSP-compliant behaviors are well-respected by the majority of users. However, there exist 
situations where compliance with rules is not respected by the employees. There can even be situations in 
which complying with rules raises negative reactions and feedback. This explains the importance of taking 
into consideration the influence of IS-security-orientation of the organization in regards to complying with 
the ISSPs. We call this orientation as “ISSP-compliance culture”. 
In general, culture is defined as “a pattern of basic assumptions invented, discovered, or developed by a 
given group as it learns to cope with its problems of external adaptation and internal integration that has 
worked well enough to be considered valid and therefore, to be taught to new members as a correct way to 
perceive, think, and feel in relation to those problems” (Schein 1985, p.6). Accordingly, IS-use culture refers 
to the existing shared values and overall beliefs within organizations regarding the ways that the 
organizational ITs should be appropriated by the employees (D’Arcy et al. 2014; Da Veiga and Martins 
2015). ISSP-compliance culture can be seen as a sub-category of the overall IS-use culture, which gives 
meaning to complying (or not) with the ISSPs in the eyes of the users.  Accordingly, the ISSP-compliance 
culture can be both positive where compliance is mostly expected, followed, and respected, and negative 
where compliance with ISSPs is not a respected norm among employees, but ISSP is rather seen as a 
cumbersome, unnecessary and evadable set of regulations. 
In regards to motivating compliant behaviors, a positive ISSP-compliance culture reinforces compliant use-
behaviors when each of the above-mentioned social practices are enacted, since 1) when the social 
comparison takes place, the compliant behaviors are automatically highlighted, while non-compliant use-
behaviors will be discouraged as they can hurt the associated employees’ organizational image and ties 2) 
when legitimacy appraisal takes place, the compliant users do not need to be stressed, rather, there may be 
chances for an enhanced image or even rewards for them, which can motivate the compliant behaviors even 
more. In contrast, non-compliant use will be associated with facing the risk of being caught red-handed, 
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which can lead to a distorted image or even penalties 3) when reminding/alerting peers takes place, the 
compliant users will not receive much interrupting or behavior-altering messages, while those who do not 
comply will probably receive reminders/alerts that automatically inhibit non-compliance because of the 
increased awareness/alertness, threat/penalty appraisal, or simply shame the avoidance mechanisms. 
In a similar line of reasoning, we can argue that in the presence of a negative ISSP-compliance culture, the 
non-compliant behaviors will not be effectively inhibited since they are not perceived as being against the 
organizational norms, and thus there will not be a strong deterrent effect posed by any of the above social 
practices. Also, compliant use-behaviors will probably not receive strong appraisals by the peers, and will 
rather be seen as anti-social, against-norms behaviors, and as a result, would be demotivated. Even when 
the complying users send other users reminders/alerts regarding ISSPs, it can be seen as offensive 
statements sent by someone who does not respect the existing norms. In sum, we argue that an ISSP-
compliance culture not only interferes with the impacts that each of the previously mentioned social 
practices can have on motivating ISSP-compliance but also it can even reverse the impacts. As such, we 
propose that: 
P7: Organizational ISSP-compliance culture moderates the effect that social comparison has on the level 
of compliance with ISSPs. 
P8: Organizational ISSP-compliance culture moderates the effect that legitimacy appraisal has on the 
level of compliance with ISSPs. 
P9: Organizational ISSP-compliance culture moderates the effect that reminding/alerting the peers has 
on the level of compliance with ISSPs. 
Transparency also gives an idea to the users about who is doing what and also who knows what. As a result, 
the users understand to whom they should refer at the times they need security-related help or consultation.  
As such, transparency can enhance and facilitate help-seeking practices, while enhanced help-seeking can 
lead to enhanced knowledge about ISSPs and also the know-how of ISSP-compliance. Hence, we propose: 
P10: Higher transparency of use will lead to more security-related help-seeking practices among users. 
P11: More security-related help-seeking will lead to higher compliance with ISSPs 
At last, we propose controlling for the effect of other variables that could potentially influence employees’ 
compliance, but we did not formulate propositions about their effect since they were not within the scope 
of our study. Factors such as gender, age, and job tenure have been shown to influence the risk tolerance of 
the users, and as a result, the extent to which they may commit rule-breaking behaviors (Li et al. 2010; Son 
2011). IT literacy is also controlled for as it is believed to have an influence on the users’ compliance with 
IT-related rules (Ifinedo 2014; Son 2011). Computer-related self-efficacy has also been shown to have 
impacts on early conformance with ISSPs (Belanger et al. 2017). Perceived consequences (detection 
probability and perceived sanction severity) is a factor that several prior studies found to be influential on 
the ways people make use of IT (Moodey et al. 2018). The size of the business units was added as a control 
variable since it is said to be influential in use behaviors as the bigger business units are usually better 
organized in terms of having well-specified policies and use practices (Herath and Rao 2009). Since the 
influence of such factors is beyond the boundaries of this study, we control for them. 
P11 P10 
Control Variables: gender, age, job tenure, IT literacy, general computer self-
efficacy, perceived consequences, size of the SBUs 
Figure 2: Conceptual Model 
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Conclusion 
This study provides important contributions that are aimed at providing a more complete picture of the 
factors that predict/shape users’ compliance with ISSPs. First, we developed a framework for explaining 
ISSP-compliance, which unifies the previous findings in the literature. This framework facilitates finding 
new avenues for theoretical development, while it helps security-management practitioners to better grasp 
the current state of knowledge regarding ISSP-compliance within organizations. This unification practice 
is mainly focused on explaining ISSP-compliance, while it may also explain non-compliant use-behaviors 
to a great extent. It should be noted that scholars such as Guo (2013) believe compliance and non-
compliance are distinct behaviors, and thus should be studied separately. One example regarding the 
factors that explain compliance but do not necessarily explain noncompliance is deterrence-based sanctions 
(D’Arcy and Herath 2011). In contrast, there have been studies that contend the relative influences posed 
by many of the predictor variables may stay consistent across both compliant and non-compliant behaviors 
(Sommestad et al., 2014). Accordingly, future research can probe the differences that exist between the 
antecedents of ISSP-compliant and non-compliant use behaviors in more detail. 
Moreover, in our theoretical development, we introduced a new perspective for looking at ISSP-compliance. 
In sum, we propose that social aspects of use should be considered as part of an information technology 
management program together with the technology and process controls. Successfully directing and 
managing use-behaviors are still subject to further questions and research. Future studies may find it 
fruitful to test and refine the model we presented in Figure 2, and also embed explanations for non-
compliance. An appropriate way of testing our conceptual model (Figure 2) with empirical data can be 
adopting a quasi-experimental method as it has the ability to cover the assessment needs that are associated 
with this model. Besides, more studies are required to specifically understand how the systems’ technical 
and design-related aspects enact social mechanisms that foster/discourage ISSP-compliance. Future 
researchers can also adopt an affordance lens when bridging between the design and the behavioral aspects 
of security. In its purest form, affordance has been seen as the possibility for action (Leonardi 2011). 
However, in IS-research, the concept of affordance has gone beyond this definition, and it provides a new 
lens for looking at ISSP-compliance. Last but not least, future research can check for the existence of a 
threshold in the level of transparency when it relates to higher security. All in all, we hope that this work 
will inspire future studies with further implications for research and practice.   
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